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Strengthen securities market’s cybersecurity resilience, 
capacity, and personnel quality

Assisted fourth-level securities firms in installing IPS and WAF 
cybersecurity protection mechanisms. 

Assisted personnel in securities firms in attaining ISO 27001 
Information Security Management System (ISMS) certification.

Established digital platforms to optimize reporting. 

The Security and Futures Computer Emergency Response Team (SF-
CERT) continued to provide phone support and website monitoring. 
In 2024, SF-CERT issued four information security alerts, followed 
up on 587 information security incidents reported by operators, and 
provided eight sessions of consulting services. 

Revised the guidelines for information and communication security 
management for reference by listed companies; incorporated 
important indicators in the “Reference Items for Assessing the 
Effectiveness of Internal Control Systems;” and held in-person and 
online courses on cybersecurity education for chief information 
security officers, executives, and related personnel from listed 

companies.
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Assist all securities firms in increasing the frequency 
of information security diagnostics.

Enhance the level of encryption for securities firms’ 
networks to meet international standards. 

Continue to review and expand the scope and 
depth of services by SF-CERT.

In  response  to  emerg ing  technolog ies  and 
cybersecur ity incidents ,  continue to revise 
relevant guidelines to help strengthen the market’s 

cybersecurity and operational resilience.
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Continue to assist fourth-level securities firms in 
installing IPS and WAF cybersecurity protection 
mechanisms. 

Conduct relevant international information security 
certification courses.

Increase platform reporting items and implement 
regulations on securities firms’ cybersecurity review 
mechanisms. 

Cont inue  to  a ss i s t  market  pa r t i c ipants  i n 
strengthening their ability to respond to and 
handle cybersecurity incidents through SF-CERT.

In response to AI issues, emerging technology 
developments, and recent cybersecurity incidents, 
as well as to enhance operational resil ience, 
continue to add and revise relevant guidelines and 
cybersecurity regulations to help strengthen the 
market’s cybersecurity and operational resilience.
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Assist fourth-level securities firms in conducting 
information security diagnostics.

Assess securities firms and introduce zero-trust 
financial network.

Continue to review and expand the scope and 
depth of services by SF-CERT. 

Strengthen supervision of securities traders’ 
use of AI technology; in response to emerging 
technologies and cybersecurity incidents, continue 
to revise relevant guidelines to help strengthen the 
market’s cybersecurity and operational resilience.
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2024 Performance Short-term targets (2025) Medium-term targets (2026-2030) Long-term targets (2031-2050)Key Action Aspects

Promote anti-
fraud measures 
and enhance 
the quality of 
information 
disclosure to 
maintain market 
safety 

2.


